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Face & Fingerprint Unlock

Google Security Check-Up
Critical security iss: found
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Yy

Si» Android 2« ++Z6Us b 4G b <i1Android Security
-u,?i/};)af =SSy /Ilm.gg:(

f<_/1iPhone Security

Y
r |

s Privacy & Security

Privacy & Security
Control which apps can access your data,
location, camera, and microphone, and manage
safety protections. Learn more

Location Services

BN Tracking

== Calendars
§jj Contacts
- Files & Folders

Focus

@ Health

| HOMEK | s
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g { iPhone £ T2t & b 454 F b wiPhone Security
_ujézb’ﬁc_d/gtéﬁui/’:}&’:u“//l}

&L 57 fiPhone

-/ J&1 Passcode b= @

/T8 Touch ID L© Face ID o

-/ @Y Two-Factor Authentication (2FA) o
-/ e Apps < App Store 5 ~@ o
o2/ I0S e
Mé;;ngJﬁmﬁ&*u@ .

-u:”// iCloud Backup 6L/ idel] o

b SI T d gdm £ feu#)o7® Find My iPhone o
s

-/» Permissions $.s 2 ~5 4 Apps

A Wrie L7 =l oo Jal Public Wi-Fi e

-

</

Jeuus iPhone ,eg_ﬁf Sy, ;,lu“£ @ <LiiPhone Security
S e 3 VST st 2 S sz
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< App Permission

2t

2| Contacts
& Photos
3 Microphone
() camera
Face ID
0 si

B searcn
3 Notiications
0 Live Activities [ @)
) Background App Refresh (w
@ celvarpata O

ARA

Default Messaging App

Default Calling App

Z T App &f 2 < (Permission) «Jt/»App Permission
VA b Pl e UL L LS el 2§ Sy

A
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Android App Permissions:
What Are You Really Agreeing To?

Safe Permissions Red Flag Permissions

Location Flashlight
for navigation + Contacts
Camera Puzzle game
for social media + Location
Storage Utility app
for saving photos +Microphone

A\ DANGER ZONE: Accessibility & Device Admin \

Permissionsr(a

@ Camera

2" Microphone o

M Location e

#&® Contacts

[] Photos & Files o
 Phone

™MSMS o

Je

CalculatorlPf ,JQ el rl; iy =l g/ Camera App J

T E e S )LJ"(‘ M
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e 3008 € zoon anE

AR

A AA AAAA
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J I8 b fApp Permissions

-/» Permissions $s 2~ .
-J /% Permissions $.1% ¢ e
JSJed Apps LGS 2 e

- /G Permissions G4, o

ST
E Mobile

v

>H App

|

|—— @ Camera

— £ Microphone
|_ A Location
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L & Contacts

< Back Location Services <E Camera

®  App Clips
3 sepstore Never
" calendar sk Next Time Or When | Share
@ camera v While Using the App v
B compess

© Findmy 1

® o Precise Location [ ¢
G Google 7
9 Google Maps 24
& mour

@) instagram 1
2 Lifefit

0 use

© Messenger

@ safari Websites

@ seisoictation ¥

[ R — —
o o /;g
-3/

£ S\ App &7 #& = pls App Permission
-g‘_lgcg 2§ Permissions (. /J/-a‘_algd;éé
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¢ |/Safe Download

Ultimate Guide:
Safely Downlead & Install Google Play Store

C ©

Ummnfttouwm Dowmload APK Only download from
Verify APK signature trussted sites official sources

<813 (Trusted) S#1LtG 5 /2 < A+¢Safe Download
_Ellre ik A S0./39095 Files | Software <Apps
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Irt L3 witss

« Downloads

Al Downloaded

o Homify.apk
i

App blocked by Play
Protect

© WiFiBooster

< Apple App Store \Google Play Store i~ .
-/ JediApps

39 it < Official Website 1~ Software
-/
7 Ratings .s Reviews &« Download
-J/- =&, Pop-up Ads | Links S .
gf =i/ Juﬁlu:y 6 APK «  Unknown Sources
-/
-2 TS Play Protect LU /s

A el

& Trusted Website / App Store
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v
Safe Download

v
Sy B

Fake Website

v
[1 Malware / Virus

Yy

<83t ts o~ f Files .ol Apps < L+ ¥Safe Download
sk I S b TS St
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slInstagram « Facebookt,/-6—\

Jt:5# WhatsApp

Strong Passwords

¢ i/Strong Password

F# = (Crack) £33, Voilil 2 < twisUyLiStrong Password

-
S blol/ Ui b L

27 (a2z) _F (A7) % o
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(9-0)slsl o
(@#ES % &™) =k S o
59712-16 Fif

Je
12345678 »
password e
pakistan123 e
alil2345

S b

M7@Tree#Sky!92 o
Blue$Lion2026! e
Pk#Moon8!River e
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BUSINE IE
/e Password Manager ix”S1 o

A T

s

123456

v
< Lo 3T

M7@Tree#Sky!92

v
S o 41

S Y

e Ale PG slslicleds 7 JAU* &8s po 425 031 5 LS trong Password
—e sk s S
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2FA

f<_/2FA (Two-Factor Authentication)

Two-factor
authentication explained

Step 1 a)
1

The user enters their private
username and password. |t

Step 2 [T@

A unique code arrives on the

user’s personal devices. M I
Step 3

The user enters the verification code

to gain access to their account. oo °

SnJy Rl & & §LIL2FA (Two-Factor Authentication)
_E/UJJUJ:&MJLJLJIIJ/ ﬂ“r%ﬁf&/&jﬁVuH&
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tet /¥ 2FA

-/t Password s/ Username .1

Js» OTP/Code 4 Authentication App v fi»B .2
-l

- s Code s .3

ce oS & Fd el 4

AT

[
® User

v
¥ Password

v
E OTP / Authenticator Code

v
Login Successful

(UIS2FA
™M SMS Code o

& Email Code o

B Authenticator App e
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? Sccurity Key o
3 L2FA

IPRTIOR I =] - R
PN P IS VO
et pLutig s o

Yy

OTP &) b r 3 it 13 AL LUy AU (B B LILI2FA
~e bk it U e tnS s % Authenticator Code) |

Login Alerts

e Login Alert

.
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< B T 2

Ed Facebook

A user just logged
into your Facebook
account from a new
device in Marysville,

Washington.
Is this you?

No, this is not me

Yes, it's me

Gt d Toae ot _Tx ‘LZ;Z bk [Login Alert
oSS BB h S

< Google Account

@ Critical security alert

Suspicious activity in your
account

Google d

ACTIV

- Windows

Mountain View, CA, USA -]

DONE FROM

v Yes, it was me

@ No, secure account
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et/ 51 2 Login Alert

eSSt A

_9v7ﬁ@i4Jf SRLfir TR 2

Y4 J»’»‘Jﬁtal“ﬂ_?,i’wf W3

S ITEA 2 IS snnd WP TS0 4

#3LLogin Alert

LIS ATl SR

Crbl Jo& e O o

eSSl il S A o

<% Google sinstagram WhatsApp-@ Facebook e
— bt A Qo S 3

Someone has your password. Google prevented the sign-in. Learn more

Unknown device w
E Time: May 16, 8:49 AM o
Rece OldeYourg
4

a
Location: Oldenburg, Germany schenahn

IP address: ~ 2a01:488:66:1000:53a9:136:0:1 Delmenhorste
® Snil

MagData Terms of Use

nearby towns

Do you recognize this activity? If not, someone else might have your password.

YES, THAT WASME  NO, SECURE ACCOUNT
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Fake Links_7_1{

st »/Fake Links

Clicking on a potentially malicious

https://website.com ()
-
@ https://example.org

-
@ https:/danger.net

Kulu?:ug;;éuﬁﬁ &VVJJII}?@L}’ZJEJL}’?&“lFake Links
_Lat‘nlf/d/}?:é’;kfjﬁgfgroLPJJ/L@U”}‘

vl Fake Links

B P S PN R
— 5% % Offer t (Prize) (Wid/} A~ A0 e
Ll S S e
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-
e A p e

SAFE LINK EXAMPLE

€sc

Need assistance with your software?
Visit the official Microsoft Suprert.
| https://microsoft.com/help I ‘J '

Correct URL matches the official domain. Always safe to click.

UNSAFE PHISHING LINK

€e»C

Your account has been flagged for

security. Please Verify Now.
| http://microsOft-validate.com ' ®

Incorrect URL with typos or misleading domain. Do NOT click.

Educational Visual for Online Security Awareness
J&
_‘;lﬁ.’a;,g)l |
facebook.com e
G2

facebOOk-login.com e

facebook-security.xyz e
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Legitimate Link

a https://www.intimetec.com

Fraudulent Link

http://www.intirnetec.com

¢¥ < = Fake Links

e FURL &t i S, 8 o

-/ &1 Official Websites -3~ .

-u:}y*/; WhatsApp Links (Email « SMS_/: e .

J&v,fgjgeq/;@uzrﬂgf(OTP \ Password (. .
_ngn,:g}:ﬁ

S e cain BN e

Yt

1A e terdle el oo J12 et o 7 LiFake Link

e bl 2 Sl f 5o a5
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=5« Phishing .31} F v T

SPOT THE SCAM:
EMAIL RED FLAGS

[ I | m /\n ! 7006000 T0 TRUE

« Free Money/Prizes

« Immediate Action Required
« Account Closure Warnings

- * Unbelevable Discounts
+ Fake lnvoi(es/PaymenlsE .: * Investment Scams

’ POOR LANGUAGE
+ Unknown Addrasses « Grammar/Spelling Errors
« Mispelled Domains

« Awhard Pharsing
« Imperonated Companies « Generic Greetings

+/ PRESSURE TACTICS

« Limited-Time Offers
* Confidentainity Demands
* Fear Mongering

STAY ALERT. STAY SAFE

< |/ Email (Fake Email) &
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e Sy 2w 7 152 Phishing Bmail \Fake Email
ks B30 T ase Kuigg{+rnrkflngT¢J)quqggﬁgfyg
e bl S e kI SBLOTP Sy

ug‘;d/ Email J”

n SRS KL .

1" €2 o s ic ST 2 d_isit 60 6508
_unJE (Attachments) J:L/GQJQ S .
UL A

BRI S o

£ JHow 1o spot LYITVTTYY

Check the sender’s email address,
@® but be aware that this
FROM: customersewice@companycom may be forged even
TO: John Smith (me) if it looks legitimate.

SUBJECT: Suspicious Account Activity
Dear John,
We have notice suspisious actvity

on your account. P} i
details nowy - £25€ Verify your

Look out for spelling
and grammar errors.

Only click links from
trusted Senders:
: b Hover to check
the destination
or manually type the
company URL into
your browser.

i @ details-verify.exe (55 KB)

Never open suspicious
attachments, @specially"EXE files
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$U¥ &L = Fake Email

-/ <50 & Email Address 61527
ek s .
-UL5 Attachments St

-J/- iy 2L Email u”f OTP,  Password e
ulJLJ;i'L App | Official Website J&vf?nbﬁﬁ .

<

eee T W ¥ &K &K » B M. »
YourCEO@yourorganization.com I- 3:02 AM
My money got stolen
To: You@yourorganization.com

Hi, I'm on vacation in London and my money and passport were stolen out of my
bag. Could you wire me $300 via Bank of America? They gave me a special link
so this goes right into my account and | can buy a ticket home:
http://www.bankofarnerica.com

Thanks so much. This really helps me out!

Your CEO

Attachment.exe
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Y

S UL s S739 o 186 % < §18% LiFake Email
a bt S bl Lo £ OTP

Fake Websites

¢ /Fake Website
JQ‘LL&T}D' U"gb”;t/b.f,JJ/'ﬁLL&%&;V?fJUL’?&’Fake Website
-‘LV}’JV/ d/}gwaﬁgot)”gf L OTPPasswords .l os 61

0]4 (Fake Website

il e JI(URLD) Pohlen® o

~UnUEES (Spelling) 41 o

&L"J"(u"{tndg/"JUJ/{fu)n;u?TJuk @ HTTPS
(A

S el JTE S8 .

2 U K E b 1A T
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Je
NS PRy of
www.facebook.com e
e f?

www.facebOOk-login.com

www.facebook-verify.xyz e

REAL FAKE

Online Shop Shopping Site

¢ <L« Fake Websites

J/Ges# URL
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- /J1 Official App , Official Website 5~
-u:/ ;v@{,uﬁ (}L”‘ v
-q/ @/;4uf’/t/_,wb“fUL? 4~ OTP,  Password

- =418 Security Warning s,
Y

/e:‘_& s NS PR of nz:‘_éx_av_,,,&? —(iFake Website
bttt S S g o S S e a6

OTP Scams

XXXXXX is the
OTP for you
transaction of
INR XXXX at
XXXXXX. Do not
share it with

anyone.
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One-Time < _Ti L2 Ut U7 < 3/ U T LIOTP Scam
AU L T e S J IS S S Password (OTP)
-‘ji/’/d'ﬁb&l//

fetwlOTP Scam

~ct/ b, WhatsApp LSMS (Jsi L0 .1

e b o i e I A P 2

< FLOTP =T 3
ISPl T OTP LTS 4

tf <L« OTP Scam

JedsE oTp
_G/'{Luf OTP ; WhatsApp guid‘r}"’d{d;@é
M2 el sl 6 S
_u:‘”//uTFA 24f P
U de g S s e OTP =@ S1 e
S e

Yy

LNLS S OTP Sk L2350t % &3 LIOTP Scam
2.3 26 OTP .t S PSS S Sy s
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f</QR Code Scam

/& QR Code &?/’gi}”;uﬁﬁ‘aﬂ)u’uw’.@QR Code Scam
Zw};«l.)l’”(};i:’;lgﬂg{,b*«fl/,q;&?(f;} J/L“Q,?L/;;LT/?L//U.‘FU/J/U
L mKeki e S

?Lamd:QR Code Scam

< tt: QR Code 71 L»,%8 .1

—e b, B QR Code A/ .2

e F BN 2B 3

-u]&‘c tgf Ll uﬁf LLOTP « Passworde—ide .4
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s <L« QR Code Scam

- UF1 QR Codes 15~
- /<G URL WE el S5 e

- b= QR Codes L ;ux® GIfL e
4uilbf_,f“;;b"fut? el Y G OTP < Password
S
S TGS e

Yy

S 2 5L QR Code J” i UF 3 LIQR Code Scam
-‘aalgJu&fJL/(JIla:al.}"dtgal;'gfu’l/’t_)ff)
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b
Qo b nted 8y
Antivirus
¢ |/Antivirus

Malware Virus /¢ JL fvd 2o 7 23l &£ LiAntivirus

R
v

-‘at'/(u U & curu"w;uu‘ﬁ).ﬁulSpyware

¢t/ ¥ Antivirus

-<t/ Scan SN EQ

et 3k I
<t/ Delete | Block #U¥ s f@
_Lat‘/( i O[] Real-Time Protection

09 L Antivirus

L5 e s .
=3l
Sk S ond

k uﬁjjf!/,g,;b‘}af .
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Scan Ju)/GfJDownload s USB o
J@J Antivirus £

Microsoft Defender
Bitdefender o

ESET NOD32
Norton e

Kaspersky o
=Yt

A Ksmpd i ind peod e sl duk LiAntivirus
S nlsd £ Scan S uriSsgmubid L& 5¥ o w1 B

-« t/Remove \Block
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Computer (with all files) Constant Backup
C I C tant )
4
1
pfam—
Archive Archive Backup The Cloud

.

¢ /Backup

Documents) VideosPhotos- (Filest: i< —+¢Backup
eIl st s (Delete) Suts L1 Siubos# bl
LS

S s Y. Backup

_Lgt‘tff_d'_néwlﬁ H .

—e b ou ed J/h Ransomware e
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_aFSA i 2
-Lat'qd;ﬁl},ﬂf'{{,'gnfgfyf H .

¢ LUy Backup

iCloud ] Cloud Storage (Google Drive e
OneDrive)

[ External Hard Drive

$ USB Flash Drive e
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Y
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